Objective

Topology

Pre-flight checklist

Step 1 — Juniper SRX policy

set security zones security-zone untrust interfaces ge-0/0/0.0
set security zones security-zone dnz interfaces ge-0/0/1.0
set security zones security-zone trust interfaces ge-0/0/2.0

set security policies fromzone untrust to-zone dnez policy web-in match source-address any
desti nati on-address web-srv application junos-https

set security policies fromzone untrust to-zone dnz policy web-in then permt

conmi t

Step 2 — Cisco ASA policy

i nterface g0/ 0
namnei f OUTSI DE
security-level 0

i nterface g0/ 1
namei f DWVZ

security-level 50
obj ect network web-srv

host 192.0. 2. 10
access-list OUT_IN extended pernit tcp any object web-srv eq 443
access-group QUT_IN in interface OUTSI DE




Step 3 — Palo Alto policy

set zone OUTSIDE network | ayer3 ethernetl/1
set zone DMZ network |ayer3 ethernetl/2
set address web-srv ip-netmask 192.0. 2. 10/ 32

set rul ebase security rules web-in from QUTSIDE to DVMZ source any destination web-srv
application ssl service application-default action allow
conmi t




Vendor comparison cheat-sheet

Concept Juniper SRX Cisco ASA Palo Alto

Validation tests

Deliverable
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